
 

                                                                                   

 

KENYA REINSURANCE CORPORATION LTD  

ADDENDUM 1 

Pursuant to section 75 of the PPADA 2015, Kenya Reinsurance Corporation Limited wishes to clarify to various aspects of the tender 
for Provision of Vulnerability Assessment, Blackbox Penetration Testing and Online Security Training Solution -Tender No:  

KRC/2026/2728/122  

Clarification    KenyaRe Response  

Please share the scope of the Vulnerability & Infrastructure Security 
Assessment. 
 

Type  Count  Frequency of Testing  

External Assets   Continuous/Annual/Quarterly  

Internal assets 
(servers/endpoints/network 
devices)   

  Annual/Quarterly  

 

Response 

 

Type  Count  Frequency of Testing  

External Assets  Main domain 
(www.kenyare.co.ke) 
and sub -domains  

Quarterly 

Internal assets 
(servers / endpoints  
/network devices)   

 Approximately 120  Quarterly 

 

Please share the scope of penetration testing & application security.  
  

Type  Mode 
(Blackbox/Graybox)  

Count  Frequency of 
Testing  

Web App     Annual/Quarterly 

Mobile      Annual/Quarterly 

Count      Annual/Quarterly 
 

Response: 
 

Type  Mode (Blackbox  / Graybox  ) Frequency of Testing  

Web App  Both Quarterly 

Mobile   Both Quarterly 
 

http://ww.kenyare.co./


Clarification    KenyaRe Response  

 For the specialized security assessments/reviews listed below that are 
in scope, please provide the required details.  
 
3.1 Wireless (WiFi) security testing 
 

Number of SSIDs  Frequency of Testing  

  Annual/One -Time 
 

Wireless (WiFi) security testing:  
 

Number of SSIDs  Frequency of Testing  

 2 Quarterly 
 

Cloud security assessment  
 

CSPs and accounts (e.g., 
GCP 2 accounts)  

Frequency of Testing  

  Annual/One -Time 
 

Cloud security assessment  
 

CSPs and accounts (e.g., 
GCP 2 accounts)  

Frequency of Testing  

 Holistic review Annual  
 

Social engineering/phishing simulation  
  

Recipients Count  Frequency of Testing  

  Annual/One -Time 
 

Social engineering /phishing simulation  
  

Recipients Count  Frequency of Testing  

 200 Semi-annual 
 

Policy review / ISO 27001 gap assessment   

Number of Policies   Frequency of Review  

  Annual/One -Time 
 

Policy review / ISO 27001 gap assessment   

Number of Policies   Frequency of Review  

 Approximately 50  Annual  
 

Architecture Review   

Number of Entities  Frequency of Review  

  Annual/One -Time 
 

Architecture Review   

Number of Entities  Frequency of Review  

 4 Annual  
 

Security Awareness Training  
  

Number of users/employees in scope  

  
 

Security Awareness Training  
  

Number of users/employees in scope  

 200 – this is to be done on a monthly basis  
 



Clarification    KenyaRe Response  

Other than the Wi-Fi testing, is there any service to be conducted on 
the premises? 
 

The details are as per the tender document.  

Please clarify whether the Comprehensive  OEM based training for at 
least 2 ICT security staff, ought to be Virtual or Physical as outlined in 
ITT 35 Item 5. 
 

The training is expected to be physical.  

Internal Assessment 
List the number of systems in scope for each category below 

1.    Servers 

2.    workstations 

3.    Network Devices 

4.    Databases 

Please comment on any other category that will be part of the internal 
assessment 

This has been answered above  

External Assessment 
Please advise on the number of external IPs to be tested 

This is covered in the question above – about the main domain and sub -
domains . 

Application Assessment 
Please advise on the number of Core Business Applications to be tested 

1.     Applications 

2.     Web Apps 

3.     Mobile Apps 

If these applications are part of the Internal IP also advise. 

This has been addressed in the question above.  
 
 
 
 
 
 
 
 
 
 



Clarification    KenyaRe Response  

For the application above what number of this, indicate the number of 
off shelf applications and Custom applications List the applications 
marking them as offshelf or custom applications? 

The applications are off shelf – with customizations with business needs.  

API Assessment 
Approximate number of API endpoints 
 

Approximately 3  

Cloud Services 

• Cloud Services Consumed (e.g EC2, Amazon RDS, Amazon SNS) 
Does your internal environment include Active Directory 

Yes, it does 

Online solution for Security Awareness 
Total Number of users to undertake the trainings 

Covered in the question above.  

The addendum has been sent to all bidders who have so far downloaded the respective tender documents. Any bidder who has not received 

their relevant addendum may download the same from the Kenya Re website www.kenyare. co.ke . All other conditions and requirements in 

the respective principal tender documents remain the same.  

Prospective bidders may download the principal tender document from the Kenya Re website www.kenyare. co.ke  free of charge 

Tenders in sealed envelopes bearing  the correct tender number  should be deposited in the Tender Box located on the 16 th floor of Reinsurance 

Plaza Aga Khan Walk Nairobi or be sent to: -  

Managing Director  

Kenya Reinsurance Corporation, Ltd  

Reinsurance Plaza, Nairobi  

Aga Khan Walk  

P.O. Box 30271 - 00100  

NAIROBI  

 

 


